
 

 

 

Candidate Privacy Notice 

Last Updated: January 2026 

1. Introduction 

We are committed to protecting the privacy and security of personal information provided to us 

during the recruitment and hiring process. This Candidate Privacy Notice explains how we 

collect, use, store, and protect your personal data when you apply for a role with us. 

This notice applies to all job applicants and candidates, including those located in the European 

Economic Area (EEA), the United Kingdom, Canada, and other applicable jurisdictions. 

 

2. Information We Collect 

During the recruitment process, we may collect and process the following types of personal 

information: 

• Contact information (e.g., name, email address, phone number) 

• Employment and education history 

• Resume/CV, cover letters, and application responses 

• Interview notes and assessment materials 

• Work authorization or eligibility information (where required by law) 

• Any additional information you voluntarily provide during the application process 

 

3. How We Use Your Information 

We use candidate personal data for the following purposes: 

• Evaluating qualifications and suitability for current roles 

• Communicating with you about your application 

• Conducting interviews and assessments 

• Managing and improving our recruitment processes 

• Complying with legal, regulatory, and reporting obligations 

• Maintaining candidate records for future opportunities (where permitted) 

 



 

 

 

 

4. Legal Basis for Processing (GDPR) 

For candidates located in the EEA or UK, we process personal data based on one or more of the 

following lawful bases: 

• Legitimate interests in conducting recruitment and hiring activities 

• Consent, where required (e.g., retaining your information for future roles beyond the 

active hiring process) 

• Legal obligations, such as employment or immigration requirements 

You may withdraw consent at any time where consent is the applicable legal basis. 

 

5. Retention of Information 

We retain candidate personal data only for as long as necessary for the purposes described above. 

• If your application is unsuccessful, we generally retain your information for up to two (2) 

years from the date of application, unless a shorter or longer period is required by law. 

• After the applicable retention period, candidate information is securely deleted or 

anonymized. 

 

6. Sharing of Information 

Your personal data may be shared with: 

• Internal teams involved in recruitment and hiring 

• Authorized service providers, such as applicant tracking systems and recruitment vendors 

• Regulatory or government authorities where required by law 

We do not sell candidate personal data. 

 

7. International Transfers 

Your information may be processed or stored in countries outside of your country of residence. 

Where such transfers occur, we implement appropriate safeguards to ensure your personal data is 

protected in accordance with applicable privacy laws. 



 

 

 

 

8. Your Rights 

Depending on your location, you may have rights regarding your personal data, including: 

• The right to access your personal data 

• The right to request correction or deletion 

• The right to object to or restrict processing 

• The right to withdraw consent (where applicable) 

• The right to lodge a complaint with a supervisory authority 

To exercise your rights, please contact us using the details below. 

 

9. Contact Information 

If you have questions about this Candidate Privacy Notice or how we handle personal data, 

please contact: HR@payroc.com 
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